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Advanced control & automation in NTPC

Grid security Improved Enhanced

Flexible ithrfcl:\?:d plant O&M Safety & OT Improved
operation P Reducing Cybersecurity Productivity

frequency .
control lifecycle cost posture
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Advanced control & automation in NTPC .
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Advance Process Control (APC) .

SH/RH temperature control for excursion reduction in modified sliding
pressure operation (STO)

AN

Unit control for faster ramp up/ramp down reducing throttle pressure
deviations (URO)

AN

Closed loop combustion optimization to improve marginal contribution
(CO)

Optimum soot blowing based on heat transfer coefficients & self cleaning
factor

Tighter control of steam temp., pressure,
improved heat rate-
at Simhadri-Il (2*500 MW)




Advance Process Control (APC) ""ﬁﬁ"&” .

Non-linear process, dynamic behaviour, influenced by multiple unit parameters

Steam Temperature Optimizer (STO)

Combustion optimization (CO)

Unit Response Optimization (URO)

Soot blowing optimization (SBO)

Advance Process Control

Air flow

Set points &

Constraints
NOx

(&0)

Heat Rate

RH Steam Temps

SH Steam Temps

Feeder Bias
Mill Air Bias

— Corner Air Bias

0, Bias
Burner Tilts

BT Corner Bias

v' Fuzzy logic or Neural network-based controller

v’ State-space controller with self-adaptation of internal
parameters

v’ Generates bias
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TRANSFORM
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NTPC

Thermal units Ramping through AutomatioN and Scheduling of mills in Flexible
Operation RegiMe (TRANSFORM)

Objectives of TRANSFORM:

1)  Automatic selection of mills for start-up /shutdown.

2)  Automatic start-up /shutdown of coal mills during load ramping operation

3) Automatic loading /unloading of feeders at optimum rate

Design aspects:

v Optimum no. of mills for different coal
quality

v' Timely cut-in/cut-out of mills.

v’ Imitates Best operator actions and
intelligence.

~] | [Siwz02z [i5as

AUTO\/IATIC MILL SCHEDULER

MILL SCHEDULER

AUTOMATIC MILL SCHEDULER 1

MAIN 116 : 49 : 5]
==

ACTUAL LOAD (W) 474.38
475.00 TOTAL COAL FLOW ( T/ HR) 260.22
SPECIFIC COAL 0.542 BEST COAL
MILLS IN SERVICE 5
NEXT BLOCK
| SP (N 500.00 OPTIMUI NUMBER OF MILLS 6

DEFAULT FEEDER LOADING/UNLOADING RATE(%)

4.00 TPHPER MIN

SELECTION MATRIX

MILL STATUS MILL SELECTION MILL PRIORITY SELECTOR
1 RAMP U WODE RAMPDOWN MODE
_J| RELEASED NOT RELEASED KP1 KP2

FEEDER LOADING/UNLOADING
RATE (TPH PER MIN)

NOT RELEASED |

_J RELEASED

JP1 JP2

HP1 HP2
NOT RELEASED | GP1 GP2
NOT RELEASED | FP1 FP2

EP1

STOP MILL COMMAND
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= Boiler health monitoring system:

= Assessing boiler's remaining life by

accounting for fatigue and creep damage ﬁ\ /
i - -
= Monitoring stress in boiler thick-walled g~ /o
components BRIIE )
{ Al
= Equivalent operating hours of turbine: J“ S (VR
q P g =l | N
‘ pow \
" Monitors stresses due to startup & Bl S -
shutdowns and load cycling B

. -

. . ){ i
Pulverised Fuel Corner Fired Boiler
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Ancillary services .

Primary Reserve Ancillary Services (PRAS) Secondary Reserve Ancillary Services (SRAS)
= Restricted Governing Mode of Operation (RGMO) = Automatic Generation Control (AGC)
* Free Governing Mode of Operation (FGMO) * Lload demand from RLDC
Frequency Response of 2x500 MW Units gﬁ‘
%0 s0.05 e R Switch
970 50.00 atmya'd
0 IEC-104
960 49.95 = T
1 Cable Length 800 meter (FO)
950 49.90
§ 3 |:r°i“m.ty mryau ol Tertiary control
940 49.85 7 —"\ """""""""""
/ N
930 49.80 5 ',.’(\
7 \
920 405 30s 15min > 15min TS afver devition
i e Cable length | Cable length Cable Length
200 meter (FO) ‘50 meter (Cu) 200 meter (Cu)
HMI Unit5 /" Unité
(snitcrage DCS DCS

Ergrostoon) (CER) (CER)




Advanced control & automation in NTPC .
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Fieldbus based DCS, Actuators, Instruments

Multivariable

Marshallin )
J One variable
A—— One way
Remote 10

Junction Box




Open Process Automation Standard (OPAS) m .

= Group of industry end users, suppliers, integrators, academia, and standards organizations.

= Evolve an open architecture and specification, develop Standard of Standards

= Open, interoperable and secure architecture for industrial process automation systems.

g OO

Competitiveness

\ég/

* Imperative to lower » Costly to integrate + Security is often + Easy migration and « Multi-vendor + Holistic security
capital + lifecycle new capabilities bolted on, not upgrade path interoperability framework
costs . Dat t readil designed into ) ] ]
_ ata notreadily architecture + Certified software and + Future proof + Designed and integrated
* Pressure fo increase accessible hardware component from the beginning
profitability from + High operational costs interfaces

operations for maintenance and

upgrades




Naturally Occurring Gamma Sensors (NOGS)

NOGS Sensors installed at Economizer hoppers
for volumetric measurement of Ash quantity

Quantity/ Level of Fly Ash o Number of Gamma lons
Number of Gamma lons & CPS on the NOGS Sensor

CPS on NOGS Sensor o« 4-20mA output / Relay
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CO based mill fire detectors LS

. . . ° E

= Biomass-High volatile content 200 ¢ I
= Enhances fire-explosion risk in mills | H
= Smouldering combustion increase CO levels / period i GO

Raw coal inlet Pulverised Time ——»
coal outlet

= Mill outlet Temperature increase after
spontaneous combustion

= Early fire detection POC: CO based fire
detectors

CO sample point

CO low/high
alarm outputs to
mill control and
operator console
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» CCTV with video analytics

v" Video motion detection
v’ Obiject classification & Tracking
v’ PPE analytics (for fixed cameras in switchgear

rooms)

» Drone based surveillance:
v’ For monitoring project activities
v’ Erection progress

» Biometric based Access control:
v’ For central equipment room
v Programmer room




Cybersecurity .

* Compliance measures for Guidelines/directives from CEA /CERT-in/NCIIPC.
* Upgradation of obsolete /legacy systems
* Implementation of Cyber security suite comprising of

O Asset inventory & Anomaly detection solution: deep packet inspection at purdue layers 1,2 & 3 providing
Continuous Threat Detection.

o Security information and event management (SIEM): Monitoring of logs/events etc. at a plant level
Dashboard, uses machine learning to detect unusual user and entity behavior

Malware protection by strict application whitelisting
Unidirectional data transfer across OT-IT using Hardware enforced Data diode solution
Centralized patch management using Windows server update service

Centralized user management by Active directory/Domain controller & role-based access control

o O O O O

Backup & recovery solution: copies of every single system on the network have a full system state backup

;H
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IIOT based Predictive Maintenance Solution .

[1OT Sensors (MEMS) installed on offsite area drives _
Triaxial vibrations, temperature information fed to cloud app oS AStn T o epar s o ——
2 2 Data (((l)))
Dita
_
Alerts, report and recommendations
Trend History Booster Fans_Booster Fan-4_MDE
Corrective action to mitigate alerts | R
Horizontal Velocity, Vertical Velocityy Avg ¥ 6 Hour v
Axial Velocity
Reduces need of expert vibration . E\
engineer z ‘/\v“\: \/
Early warning helps minimize equipment
downtime.
Reduces emergency repairs, prevents ’ 5. Feb
unnecessary replacements — Horizontal Velocity Vertical Velocity - Axial Velocity




Transportation System

Sample
collection

i Mines data is captured |
' at Mine exit along with !
i GPS installation i

________________________

Vehicles enters the e :
” plant without human \ Controlled |
b intervention. I & !
g 2020 2 IR rommmmmmmmmm I m IO ' Sequential |
| Security check i e i__l\{lf)_v_e_rt]_e_n_t__i

i and exit |

Unloading Area |

"=




Early Warning system for Hydro projects

Command & Control Center

Fully
Automated
Process

Data shared with Disaster Management CR
on real time basis

High - Sensors — 100% Redundancy
FEN ARSI - VSAT & Cellular Communication

Availability - Solar Power with Battery Backup

Multiple
Warning - Motorized Sirens & PA systems

SIEEIEHEIE - Automated Voice Calls, Messages & emails
Modes

Future Flood Forecasting

modules Environmental Seismology




Advanced Monitoring of Stockyard (AMS) .
*» Digital Solutions for Stockyards : ‘ -

o0 3D Profiling of Coal Stockyard for -‘

volumetric analysis

o Hotspot detection & Automatic Sprinkler Operation

— T

. Infrared Camera A310
% 3 enclosure and
- Ethernet Interface
( - e .
)

)

Glass fiber or CAT-6 copper cable

& &

Plant Network




Advanced Monitoring of Stockyards Benefits .

. Optimized Optimized
e Quick Stock P
oL Ll Reconciliation Inventory Stockyard
Management ) Utilization
Hot spot Detection Pin-poinfin
& Automatic hcf’rs of 9 Optimized Fire Minimizing
Sprinkler ¢ pt Water Usage GCV Loss
Operation ormation
Man-less Savinas in Reduced Dozer Eg?::ci;\fr
Operation of avings 1 Y

Operations for

rator t - .
operator Cos pile dressing

Machine and

Stacker Reclaimer o
perator
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DGM (PE-C&I)
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